ISO/IEC 27001 - INFORMATION SECURITY
MANAGEMENT SYSTEMS (ISMS) -

UNDERSTANDING & IMPLEMENTATION

Introduction

Learning Objectives

Who should attend

Award of Certificate

The ISO/IEC 27000 family of standards helps organisations keep information assets
secure. Using this family of standards will help your organisation manage the security of
assets such as financial information, intellectual property, employee details or information
entrusted to you by third parties. ISO/IEC 27001 is the best-known standard in the family
providing requirements for an information security management system (ISMS). An ISMS
is a systematic approach to managing sensitive company information so that it remains
secure. It includes people, processes and data management systems by applying a risk
management process. It can help small, medium and large businesses in any sector keep
information.

By the end of the course, you would be able to:

* To understand what is an information security management (ISMS)

* To determine why an ISMS is important to an organisation and benefits
* To understand the background of ISMS

* To gain knowledge of the key concepts and principles in ISO/IEC 27001
* To determine the terms and definitions used

+ To understand the requirements of ISO/IEC 27001

1 day | 9am - 5pm | 7 hours

Managers, Supervisors, Process Owners and those who wish to protect threats, establish
effective data management controls, pursue opportunities for achievement of objectives,
support other management systems, and instill stakeholder confidence.

Certificate of Completion will be issued to participants who have attended at least 75% of
the course.
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Course Contents

Overview of ISO 27001:2013

ISO 27001:2013 Requirements

Information Security Management System related Terms and
Definitions.

ISMS Documented Information

Risk Assessment

ISMS Controls and Control Objectives

Information Security Management Techniques

ISMS Internal Audit

0. Case Studies
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Member: S$401.76

Course Fees Non-Member: S$48600
Registration Fee of S$17.28 apply All
fees stated are inclusive of 8% GST

E E Please refer to this URL

https://www.sgi.org.sg/courses/
or QR Code for soft copy
EI and updated training schedule

SQl International is a subsidiary of Singapore Quality Institute
(SQI). SQI operates as a non-profit professional institute that '4
promotes and advances excellence in the field of quality in
Singapore; and actively champions quality initiatives in the
region and around the world through networking and collabo-
' rating with other international quality organisations.

Membership Application

Register  membership  online at
www.sqi.org.sg/membership-join/

or contact us to get the membership
application form. f

' SQI is a World Partner of the American Society for Quality
" (ASQ); and a Board Member of both the Asian Network for
Quality (ANQ) and the World Alliance for Chinese Quality

(WACQ).

Membership Categories: “‘
~ Organisation membership
~ Individual membership
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APPROVED TRAINING PARTNER






