YOUR CYBERSECURITY
CAREER WITH THE
PROGRAM.

| 85 REAL-TIME LABS |

[ TRAINING IN |

Network Defense | Ethical Hacking
Digital Forensics | Security Operations

I REAL LIFE PERFORMANCE BASED EXAM

Register Now

This interactive course will enable the participants to:

Objective - Provides total foundational cybersecurity domain coverage with key concepts in each
domain combined with practical hands-on labs and critical thinking challenges producing
world-class cyber security technologists.

- Practise based on live Cyber Range utilizing live targets and real attack systems for a truly
immersive, real attack systems for a truly immersive, real-life practice and assessment
platform.

- Acquire capture the flag (CTF) style critical thinking challenges to accompany each lab
exercise putting knowledge into practice and providing a proven record of skill
demonstration.

5 days | 9am — 6pm | 40 hours

Individuals with core security skills
Who should attend

Member: S$1786.00

Course Fees Non-Member: $$1900.00
Registration Fee of S$17.12 apply All
fees stated are inclusive of 7% GST

Certificate of Completion will be issued to
ATET M A O:1a {1i[o:{ -3 participants who have attended at least
75% of the course.

Exam Certification will be issued by EC-
Council upon passing of the exam
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Course Outline

Information security threats and vulnerabilities
Information Security Attacks

Network Security Fundamentals

|dentification, Authentication & Authorization
Network Security Controls: Administrative Controls
Network Security Controls: Physical Controls
Network Security Controls: Technical Controls
Network Security Assessment Techniques and Tools
Application Security

Virtualization and Cloud Computing

Wireless Network Security

Mobile Device Security

Internet of Things (loT) and Operational Technology (OT) Security
Cryptography

Data Security

Network Troubleshooting

Network Traffic Monitoring

Network Log Monitoring & Analysis

Incident response

Computer Forensics

Business Continuity and Disaster Recovery

Risk Management

E E Please refer to this URL

https://www.sqi.org.sg/courses/
or QR Code for soft copy
[=], and updated training schedule

SQl International is a subsidiary of Singapore Quality Institute }
(SQI). SQI operates as a non-profit professional institute that
, , , ) promotes and advances excellence in the field of quality in
Register  membership  online ~at | § gjnqanore; and actively champions quality initiatives in the |
www.sqi.org.sg/membership-join/ or region and around the world through networking and collabo- “1

contlactl us o get the membership - rating with other international quality organisations.
application form. f ‘

Membership Application

, - ‘ ' SQl is a World Partner of the American Society for Quality “
Membership Categories: | (ASQ); and a Board Member of both the Asian Network for

i Orga.nisation membership | Quality (ANQ) and the World Alliance for Chinese Quality
~ Individual membership (WACQ).
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